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Ksh-i is a command language (shell) for the UNIX* operating system. It is essentially compatible with the
System V ersion of the Bourne sh&ll, has may additional features, such as those found in#;sind
executes dster than either of these shells. This memo introduceyg ofathe additional features and-e

plains some of the reasons for the better performance. This memo assumes that the reader andlready f
iar with the Bourne shell. The Appendix contains a sample script written in Ksh-i. The manual page for
the current ersion is also included.

MEMORANDUM FOR FILE

1. Introduction

Over the past seral years seral papers hee been written describing wecommand interpreters for the
UNIX system. These papers can beidkd into tw catgories: Those that impve the shell as a
programming language, and those that inaprine shell as a command interpretigtost of the papersal

into the latter catgory. In particular vicmd®! preseres the friendly evironment of vi (from which this
memo vas entered), and addsaifity for corvenient command entryAn emacs oriented shell has also
been written by ¥ack1. The 2dsK! shell allavs the setup of more complicated netits of processes
than just pipelines. The ver developed See-shéfl proposes a Smallalk like intericé” suitable for bit-
mapped terminals such as the BEI'Bnd the Apoll®!. Perhaps the most widely used shell, other than the
Bourne shell, is Csh, which runs under the B&gk UNIX operating system. Csh has ryaattractive
command interpreter features not currently in the Bourne shell; most nojablycontrol, history
arithmetic, and command name aliasing. On the other hand, meaple (including this author), think that
the Bourne shell is superior as a programming language. The history mechanism of Csh has recently been
added as a local modification to the Bourne shell by J. Lfegtét.

The use of the shell as a programming language has been described by Dolotta apd'Mashbas been
used by may people here at Bell Laboratories.olkttig'?! presented x¢ensions to the Bourne shell to
provide message passingcilities and other intgprocess communication and synchronization features.
The Form shel® added form entry/edit capabilities to the Bourne shell. A proposal for a more
programming language oriented shell has been proposed by Sturzstfleck

This memo describes Ksh-i, akard shell-international. This memo is not a tutorial, only an introduction.
A description of the &rnshell can be found ind¢han and \&od'®. Ksh-i is a direct descendant of the
Form shell with most of the form entry/edit features reetband with may nev features added. The
primary focus of this wrk has been to pvide an enhanced programmingviganment in addition to the

* UNIX is a trademark of Bell Laboratories.
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major command entry features of Csh. Invad performance has been a major objectiMary of the
additions hae been praded so that medium sized programming tasks can be written at the shEll le
without a serious performance penal# concerted dbrt has been made to achdeSystem V Bourne
shell compatibility so that scripts written for the Bourne shell can run without modification with Ksh-i. The
description of features in this memo assumes that the reader is algalir fwith the Bourne shell.

A version of Ksh-i has been run onverml machines includingub not limited to VAXEN , PDP-115,
IBM-370's, AT&T 3B’s, UNIX-PC, PC-6300+, Suns, Alliant, CCI, Sequent, Pyramid, and Apollo Domain.
It has been run on top ofveal \ersions of the UNIX operating system includingnix, Xenix, System

[ll, System VUTS, BSD 4.1, 4.2, 4.3, 8th. Edition, and DOMAIN/IX. The shell is in usevierakcenters

at AT&T Bell Laboratories, and has been installed as /bin/sh 8XBN running System VYBSD 4.1,
BSD 4.2, 3B, PC-6300+, and UNIX-P€running System.V

2. Shell ¥riables

The ability to define and useanables to store and rewe values is an important feature in most
programming languages. Ksh-i hagiables with identifier names that foNdhe same rules as the Bourne
shell. Since all griables hee string representations, there is no need to specify the type ofaratiiesin

the shell. In Ksh-i, eachaviable can ha one or more attriltes that control the internal representation of

the \ariable, the &y the ariable is printed, and its access or scopeo of the attriites, radonly and
export, are wgailable in the Bourne shell. The typesatilbin command of Ksh-i assigns attuites to
variables. The complete list of attutes, some of which are discussed here, appears in the manual page.
The unset liilt-in of the Ksh-i remues \alues and attrilites of parameters.

Wheneer a \alue is assigned to aawnable, the &lue is transformed according to the atttés of the
variable. Changing the attdbe of a variable can change itsale. There are three atttes for field
justification, as might be needed for formatting a repoot. each of these attrikes, a width can be defined
explicitly or else it is defined the first time an assignment is made todhiaie it Each assignment causes
justification of the field, truncating if necessadssignment to figd sized &riables proides a simple ay

to generate a substring consisting of adixumber of characters from theyimaing or end of a string.

The attrilutes —u and -1, are used for upper case angitaase formatting respegatly. Since it maks no
sense to ha both attrilntes on simultaneouslfurning on either of these attites turns the otherfofThe
following script preides an gample of the use of shelbxiables with attribtes. This script reads a file of
lines each consisting of fivfields separated by : and prints fields 4 and 2 in upper case in columns 1-15,
left justified, and columns 20-25 right-justified respesi

typeset —-L15u f4 # 15 character left justified
typeset —R6u 2 # 6 character right justified
IFS=:
set —f # skip file name generation
while read -r f1 f2 f3 f4 {5 efid line, split into fields
do print-r"$f4 $f2" # print fields 4 and 2
done

The intger attrilute, —i, causes theaviable to be internally represented as angmte The i can be

followed by a number representing the numeric base for printing, otherwise the first assignment to an
integer variable defines the output base (see wgloThis base will be used whever the \ariable is

printed. Assignment to inger typed \ariables result in arithmetio/@luation, as described belpof the

right hand side.

Ksh-i allons one-dimensional aays in addition to simpleariables. Aw variable can become an array by
referring to it with a subscript. All elements of an array need riste Subscripts for arrays mustauate

to an intger between 0 and 511, otherwise an error resultalu&tion of subscripts is described in the
next section. Attrilntes apply to the whole array

Assignments to arrayaviables can be made with parameter assignment statements or with the typeset
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built-in. Referencing of subscriptedariables requires the character 8 blso requires braces around the
array element name. The braces are neededoid aonflicts with the file name generation mechanism.
The form of ag array element reference is:

${name[subscript]}.
A subscript alue of * or @ can be used to generate all elements of an,asahg are used forgansion
of positional parameters.

A few additional operations areailable on shell ariables. ${#name} will be the length in bytes of $name.
For an array ariable ${#name[*]} gies the number of elements in the array

There are four parameter substitution modifiers thae Hseen added to stripfaieading and trailing
substrings during parameter substitution. The modifier #(##) stripthe@fsmallest (layest) matching
pattern from the left and the modifier %(%%) stripsf dfie smallest (layest) matching pattern from the
right. For example, if the shellariable i has alue file.c, then thexpression ${i%.c}.o hasalue file.o.

3. Arithmetic Evaluation

The huilt-in command, let, praides the ability to do ingger arithmetic. All arithmetic valuations are
performed using long arithmetic. Arithmetic constants are written as

base#number
where base is a decimal ifer between tev and thirty-six and number is yamon-n@ative number
Anything after a decimal point is truncated. Base ten is used if no base is specified.

Arithmetic expressions are made from constanésjables, and one or more of the fourteen operators listed
in the manual page. Operators amaleated in order of precedencearéntheses may be used for
grouping. Aariable does not lra to hae an intger attritute to be used within an arithmetixpeession.
The name of theariable is replaced by italue within an arithmeticxpression. The statement

let x=x+1
can be used to increment ariable x. Note that there is no space before or after the operators + and =.
This is because eachgament to let is anx@ression toaluate. The last@ression determines thalue
returned by let. Let returns true if the lasipeession ealuates to a non-zer@ale. Otherwise, let returns
false.

Many of the arithmetic operators Ve special meaning to the shell and must be quoted. Since this can be
burdensome, an alternate form of arithmetialeation syntax has been pided. For ary command that

begins with ((, all the characters until the matching )) are treated as a quoted arithxpetisseon. The

double parentheses usuallyoals incompatibility with the Bourne shalluse of parentheses for grouping a

set of commands to be run in a sub-shell. Expressions inside double parentheses can contain blanks and
special characters without quoting. More precisely

(€.

is equialent to

let

The following script prints the first n lines of its standard input onto its standard output, where n can be
supplied as an optional;ament whose datilt value is 20.

typeset —i n=${1-20} #setn

while read -r line && (( (h=n-1)>=0)) # at most n lines
do print -r - "$line"

done

4. Functions and Command Aliasing

Two nev mechanisms W& been preided for creating pseudo-commands, i. e., things that loak lik
commands, Wt do not alvays create a process. The first technique is called command name aliasing.

As a command is being read, the command name is eti@gkinst a list of alias names. If it is found, the
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name is replaced by thexteassociated with the alias and then rescanned. Tkteofean alias is not
checled for aliases so recwsi definitions are not alleed. Havever, if the walue of an alias ends in a
space, then theard following the alias is also cheett for alias substitution.

Aliases are defined with the aliagilt-in. The form of an alias command definition is:

alias name=value
The first character of an alias name can bg aon-special printable charactexhile all remaining
characters must be alpha-numeric. The replacemeatt talug can contain ay valid shell script,
including meta-characters such as pipe symbols and i/o-redirection.elUslik aliases in Ksh-i cannot
take aguments. Aliases can be used to redefiniédiin commands so that the alias

alias test=./test

can be used to look for test in your currerdriwing directory rather than using theilbin test command.
Keywords such asof and while cannot be changed by aliasing. The command alias, withgutrants,
generates a list of aliases and correspondixig.teThe unalias command remes the name andxtieof an
alias.

Aliases are used to & typing and to impne readability of scripts. df example, the alias alias
integer="typeset —i' allovs integer the wariables i and j to be declared and initialized with the command
integer i=0 j=1.

Aliases can be used to bind program names to the full path-name of the program. This eliminates the path
search bt requires kneledge of where that program will be storediacked aliases mak this use for

aliasing automatic. A traekl alias is not gen a walue. Its alue is defined at the first reference by a path-
search as the full path-name aglént of the name, and remains defined until tA@HP variable is
changed. Programs found in directories that do ngirb®ith / that occur earlier in the path-search than

the walue of the trackd alias, ta& precedencever tracled aliases.

Tracked aliases prade an alternatie to the Csh command hashiragility. Tracked aliases do not require
time for initialization and ally for nav commands to be introduced without the need for re-hashing. The
—h option to the shell alis all command names that aidid alias names to become tradkaliases. This
option is automatically turned on for non-interaetshells.

Functions are more general than aliasesdlso more costlyFunctions definitions are of the form
function name

ary shell script
}

The function is imoked by writing name and optionally follang it with aguments. Positional parameters
are saed before each function call and restored when completed. Functiongeauted in the current
shell ewmironment and can share nameatiables with the calling program. Options, other theecation
trace —x, set by the calling program are passeehdo a function. The option flags are not shared with the
function so that anoptions set within a function are restored when the functids. eAll traps other than
EXIT and ERR (described later) are also inherited. A trap on EXIT within a function wiéeute after
the function completesub before the caller resumes. Thereforg), @ariable assignments andyaoptions

set as part of a trap action will befegftive after the caller resumes. Theturn built-in can be used to
cause the function to return to the statementviolig the point of imocation.

By default, \ariables are inherited by the function and shared by the calling programvevéio
ervironment substitutions preceding the function call apply only to the scope of the function call. Also,
variables defined with the typesetjilt-in command are local to the function thatythere declared in.
Thus, for the function defined

function name

{
typeset —i x=10
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let z=x+y
print $z
}

invoked as y=13 name, x and y are locariables with respect to the function name while z is global.

Alias and function names arevee directly carried across separateoations of Ksh-i, bt can be passed
down to sub-shells. Ordinarilyshell scripts imoked by name arexecuted in a sub-shell while scripts
invoked as ksh script and shell escapes from other programs are carried out by a separateosiagibm

The —x flag is used with alias to carry aliases to sub-shells while the —fx flags of typeset are used to do the
same for functions.

Each user can create a startup file for aliases and functiong otheem commands. Aliases and functions
that are to beailable for all shell imocations should be put into this file. Aliases and functions which
should apply to scripts, as well as intenaetuse, should be set with the —x flag. Setting this flag to
redefine the semantics of a command cam himdesired side fetcts. For example, alias —x Is="ls —I" will

cause shell procedures which use the Is command within a pipeline to break. By settizg@midge the
ervironment \ariable, ENV, to the name of this file, the aliases and functions will be defined each time
Ksh-i is invoked. The alue of the ENV ariable undegoes parameter substitution prior to its use.

Several of the UNIX commands can be aliased to Kshiltdns. Some of these are automatically set each
time the shell is moked. In addition, about twenty frequently used UNIX commands are set agdrack
aliases.

The location of an alias command can be important since aliases are only processed when a command is
read. A . procedure is read all at once (ueliofiles which are read a command at a time) so thgt an
aliases defined there will nofeft ary commands within this script.

A name is cheatd to see if it is alilt-in command before checking to see if it is a function. write a
function to replace adilt-in command you must define a function with detiént name and alias thailb-

in name to this function. d¥ example to write a cd function which changes the directory and prints out the
directory name, you can write,

alias cd=_cd
function _cd

if ‘'cd "$@"
then echo $PWD
fi

}

The single quotes around cd within the functionvergs alias substitution. The PWRnable is described
below.

The combination of aliases and functions can be used to do things thdbecaone with either of these
separately For ekample, the function and aliases defined as

function _from # i=start to finish [ by incr]

{
typeset \ar=${1%%=*}
integer incr=${5-1} $1
while (($var <=$3))
do _repeat

let $var=$var+incr

done

}

alias repeat="function _repeat {" from="}; _from’
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allow you to write loops such as

repeat
any script command
fromi=1to 13 by 3

with the expected behaor.

5. Input and Output

An extended I/O capability has been added to enhance the use of the shell as a programming language. The
Bourne shell has auilt-in read for reading lines from file descriptor Outbdoes not ha ary internal

output mechanism. As a result, the echo(1l) command has been used to produce output for a shell
procedure. This is iné€ient and also restriste. For example, there is no ay to read in a line from a
terminal and to dw the line gactly as is. In the Bourne shell, thead huilt-in cannot be used to read

lines that end in ‘\', and the echo command will treat certain sequences as control sequences. In addition,
there is no &y to hae more than one file open atyaime for reading.

Ksh-i has options on theead command to specify the file descriptor for the input. The exidtin can be

used to open, close, and duplicate file streams. The -r optiomsa#id\’ at the end of an input line to be
treated as a gelar character rather than the line continuation charadtee first agument of the ead
command can be folleed by a ? and a prompt to produce a prompt at the terminal before the read. If the
input is not from a terminal gd&e then the prompt is not issued.

The Ksh-i hilt-in, print, is used to output characters to the terminal or to a fileailgt is possible to

specify the file descriptor number as an option to the command. Orditfailgguments to this command
are processed the same as for echo(1)weder, the —r flag can be used to output thgaments without

ary special meaning. The -n flag can be used here to suppress the traiidgn@ehat is ordinarily

appended.

To improve performance ofxasting shell programs, the echo commandudthinto Ksh-i. For the System
V version of Ksh-i, the diilt-in echo is equialent

print —,
where the — signifies that there are no more options permitted. On thelBetkNIX version the glue of
the PATH variable determines the befar of the lilt-in echo command. If echo wuld resole to
/bin/echo with a path search, then echo is egiént to

print —R.
The —R option allavs only the —n flag to be recognized as thetng@gument. Otherwise, echo beles
like the System V echo command.

The shell is frequently used as a programming language for interda@logues. The select statement has
been added to the language to mileasier to present menu selection alteraatio the user andauate

the reply The list of alternaties is numbered and put in columns. A user settable prompt, PS3, is issued
and if the answer is a number corresponding to one of the akes)atie select loopaviable is set to this
value. In ay case, the REPY variable is used to store the user entered rephe shell ariables LINES

and COLUMNS are used to control the layout of select lists.

6. Command Re-entry

An interactive shell saes the commands you type at a terminal in a file. If #nmble HISTFILE is set to

the name of a file to which the user has write access, then the commands are stored in this history file.
Otherwise the file $SHOME/.sh_history is cheel for write access and if thiaifs an unnamed file is used

to hold the history lines. This file may be truncated if this is a tegd Ehell. The number of commands
accessible to the uses determined by thealue of the HISTSIZE \ariable at the time the shell issoked.

The deéult value is 128. A command may consist of one or more lines since a compound command is
considered one command. If the character ! is placed within the primamgpprstring, PS1, then it is
replaced by the command number each time the promptdaa.gWheneer the history file is named, all
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shells which use this file share access to the same history

A built-in command fc (fix command) is used to list and/or ediy af these saged commands. The
command can alays be specified with a range of one or more commands. The range can be specified by
giving the command numherelatve or absolute, or by ging the first character or characters of the
command. The option -l is used to specify listing ofypoeils commands. Whenwgin without specifying

the range, the last 16 commands are listed, each preceded by the command number

If the listing option is not selected, then the range of commands specified, or the last command if no range
is given, is passed to an editor program before beingeewted by Ksh-i. The editor to be used may be
specified with the option —e and follng it with the editor name. If this option is not specified, thiee

of the shell ariable FCEDIT is used as the name of the editproviding that this ariable has non-null

value. If thisariable is not set, or is null, and the —e option has not been selected, then /bin/ed is used.
When editing has been complete, the editgtildatomatically becomes the input for Ksh-i. As thid ie

read by Ksh-i, it is echoed onto the terminal.

An editor name of — is used to bypass the editing and juskeetge the command. In this case only a
single command can be specified as the range and an optigualesat of the form old=memay be added
which requests a simple string substitution prionagation. A comenient alias,

alias r="fc —e —'
has been pre-defined so that the singledtroke r can be used to rexecute the prgous command and
the ley-strole sequence, r abc=def c can be used toxeeate the last command that starts with the letter c
with the first occurrence of the string abc replaced with the string dgping r ¢ > file re-executes the
most recent command starting with the letter ¢, with standard output redirected to file.

7. In-line editing

Lines typed from a terminal frequently need changes made before entering tlithntheViBourne shell the

only method to fix up commands is by backspacing or killing the whole line. Kdbrs aptions that

allow the user to edit parts of the current command line before submitting the command. The in-line edit
options mak the command line into a single line screen edit windé/hen the command is longer than

the width of the terminal, only a portion of the command is visibleviMpwithin the line automatically
makes that portion visible. Editing can be performed on this windotil the eturn key is pressed. The
editing modes ha&e commands that access the history file in whickipus commands aressd. A user

can cop ary of the most recent HISTSIZE commands from this file into the input edit wimd&ou can

locate commands by searching or by position.

The in-line editing options do not use the termcap database; Wird on most standard terminals. Vhe
only require that the backspace charactevenahe cursor left and the space charactervarites the
current character on the screen andi@sdhe cursor to the right.

There is a choice of editor options. The emacs, gmacs, or vi option is selected by turning on the
corresponding option of the set command. If tlsdue of the EDITOR or VISUAL ends ary of these
sufiixes the corresponding options is turned on. gdasubset of each of each of these editors’ features are
available within the shell. Additional functions, such as file name completiua,diso been added.

The code for the emacs and gmacs editing optias supplied by Mi& \each. In the emacs or gmacs

mode the user positions the cursor to the point needing correction and inserts, deletes, or replaces
characters as needed. The onlfedénce between thesedvwnodes is the meaning of the command “T.
Control keys and escape sequences are used for cursor positioning and control functiongaildble a

editing functions are listed in the manual page.

The code for the vi editing optionas supplied by & Sullvan. The vi editing mode starts in insert mode
and enters control mode when the user types ESC( 033). &hbenrkey, which submits the current
command for processing, can be entered from either mode. The cursor cawheraron the line. A
subset of commonly used vi commands ar@lable. The k and j command that normally weoup and
down by one line, mee up and den one command in the history file, gopg the command into the input
edit windav. For reasons of &tiengy, the terminal is &pt in canonical mode until an ESC is typed. On
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some terminals, and on earliegrgions of the UNIX operating system, this doesvork correctly The
viraw option of the set command, whichwaéys uses raw or clrak mode, must be used in this case.

Most of the code for the editing options does not rely on the Ksh-i code and be used in a stand-alone mode
with most ay command to add in-line edit capabilitHowever, all versions of the in-line editors va

some features that use some shell specific codeexemple, ESC-= in all edit modes prints the names of

files that match the currentond and ESC-* adds thexpanded list of matching files to the command line.

A trailing * is added to the wrd if it doesnt contain ag file pattern matching characters before the
expansion.

8. Job Contol

The job control mechanism is almost identical to thesion found in Csh of the Begley UNIX operating
system, ersion 4.1. The job control feature al® the user to stop and restart programs, and tge mo
programs to and from the fgwund and the background. It will onlyovk on systems that prie
support for these features. \Wever, even systems without job control\ieaa monitor option which when
enabled will report the progress of background jobs and enable the user to kill jobs by job number or job
name.

An interactve shell associates a job with each pipeline typed in from the terminal and assigns them a small
integer number called the job numbdf the job is run asynchronouslyhe job number is printed at the
terminal. At ary given time, only one jobwvens the terminal, i. e.,é¢board signals are only sent to the
processes in one joWhen Ksh-i creates a fageound job, it gies it avnership of the terminal. If you are
running a job and wish to stop it you hit theyKZ (control-Z) which sends a SIP signal to all processes

in the current job The shell receies notification that the processesédatopped and tak back control of

the terminal.

There are commands to continue programs in thgfouvad and background. There argesal ways to
refer to jobs. The character % introduces a job nameu ¥an refer to jobs by name or number as
described in the manual page. Thaltin command bg alles you to continue a job in the background,
while the lwilt-in command fg alls you to continue a job in the fg@und @en though you may ke
started it in the background.

A job being run in the background will stop if it tries to read from the terminal. It is also possible to stop
background jobs that try to write on the terminal by setting the terminal options appropriately

There is a bilt-in command jobs that lists the status of all running and stopped jobs. In addition, you are
notified of the change of state ofyalbackground jobs just before each prompt. When you try e ldee

shell while jobs are stopped or running, you will reeed message from Ksh-i. If you ignore this message
and try to lege a@in, all stopped processes will be terminated.

A built-in version of kill males it possible to use job numbers age#s for signals. Signals can be selected
by number or name. The name of the signal is the name found in the include file /usr/include/signal.h
with the prefix SIG remeed. The -l flag of kill generates list oflid signal numbers and names.

9. Security

There are seeral documented problems associated with the security of shell proé¥8uisese security
holes occur primarily because a user can manipulate thr@ment to suert the intent of a setuid shell
procedure. Frequentlghell procedures are initiated from binary programs, without the asitihhareness,

by library routines which woke shells to carry out their tasks. When the binary program is run setuid then
the shell procedure runs with the permissiofsrdéd to the wner of the binary file.

In the Bourne shell, the IFS parameter is used to split eawld wito separate commandyaments. If a

user knavs that some setuid program will run sh —c /bin/pwd (oyather command in /bin) then the user
sets andports IFS=/. Instead of running /bin/pwd the shell will run bin with pwd as ag@ament. The

user puts his or hemm bin program into the current directoryThis program can create a gopf the

shell, male this shell setuid, and then run the /bin/pwd program so that the original program continues to
run successfully This kind of penetration is not possible with Ksh-i since the IFS parameter only splits
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arguments that result from command or parameter substitution.

Some setuid programs run programs using system() witheunggihe full path name. If the user sets the
PATH variable so that the desired command will be found in his or her local bin, then the same technique
described abge can be empi@®d to compromise the security of the systern. clbse up this and other
security holes, Ksh-i goes into agpected mode whewer the real and fctive user or group id are not the
same. In this mode, theA¥H variable is reset to a drflt value and the .mfile and ENV files are not
processed. Instead, the file /etc/suidofile is read andxecuted. This gies an administrator controver

the ewironment to set theATH variable or to log setuid shellhiacations. Clearly security of the system

is compromised if /etc or this file is publicly writable.

In BSD UNIX the operating system looks for the characters #! as the fosthieracters of arxecutable
file. If these characters are found, then thetrveord on this line is tadn as the interpreter txex for this
command and the interpreter ieeed with the name of the script aguanent zero and gument one. If
the setuid or setgid bits are on for this file, then the interpreter is run with feetieé uid and/or gid set
accordingly This scheme has twmajor dravbacks. First of all, using the #! notation forces an exec of
the interpreterven when the call is woked from the interpreter which it mustex. This is indicient
since the interpreter can handleaded exec much éster than starting up @ai@. More importantlysetuid
and setgid procedures pide an easy tget for intrusion. By linking a setuid or setgid procedure to a
name bginning with a — the interpreter is fooled into thinking that is beingpked with a command line
option rather than the name of a file. When the interpreter is the shell, the user gélisgeghinteractie
shell. There is code in Ksh-i to guardadgst this simple form of intrusion.

A more reliable \ay to handle setuid and setgid procedures igideal with Ksh-i. The technique does not
require ag changes to the operating system andiges better securityAnother adantage to this method
is that it also alls scripts which ha execute premissionut no read permission to run.aking avay
read permission mak scripts more secure.

The method relies on a setuidot program to authenticate the request arelcethe shell with the correct

mode bits to carry out the task. This shell iwked with the requested file already open for reading. A
script which cannot be opened for reading or which has its suid and/or setgid bits turned on causes this
setuid ot program to get xeced. Br security reasons, this program isvegi the full pathname
/etc/siiji?_exec. A description of the implementation of the suid_exec program can be found in a separate
papel’].

10. Miscellaneous

Ksh-i has seeral additional features to enhance functionality and performance. This section lists most of
these features.

10.1 Tlde substitution

The character [Cat the lggnning of a vord has special meaning to Ksh-i. If the characters after the Cup to
a / match a user login name in the /etc/passwd file, then the Cand the name are replaced by tlsat user’
login directory If no match is found, the original evd is unchanged. A [by itself, or in front of a /, is
replaced by thealue of the HOME parameterA [follo wed by a + or — is replaced by thalue of the
parameter PWD and OLDPWD respeetly. Tilde substitution ta&s place when the script is read, not
while it is executed.

10.2 Built-in I/O Rediction

All built-in commands can be redirected. Compound commands which are redirected are not carried out in
a separate process.

10.3 Added options

Several options hee been added to the shell and all optionsehsames that can be used in place of flags
for setting and resetting options. The command set —o will list the current option settings.

The option, —f or noglob, is used to disable file name generation.
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The option ignoeeof can be used to prent "D from «iting the shell and possibly logging you outouy
must type exit to log out.

The —h or trackall option will cause all commands whose name isbdvalias name to become adked
alias. This option is automatically turned on for non-intexacshells.

The job monitor option will cause a report to be printed before issuing the peompt when each
background job completes. It is automatically enabled for systems tesjohacontrol.

If the bgnice option is set, background jobs are run atgelopriority.

The option markdirs causes a trailing / to be appended werg directory name resulting from a pattern
match.

The protected or —p options pnades additional security by disabling the ENV from being®ited and

by resetting the RTH variable to the deiult value. Wheneer a shell is run with the fetctive uid (gid) not
equal to the real uid (gid) then this option is implicitly enabled. Instead of the ENV file, the file
/etc/suid_profile is read so that administrators carvéaontrol @er setuid scripts.

10.4 Built-in pwd
The pwd command istilt-into Ksh-i and therefore muclagter
10.5 Laical naming

The cd command will taék you where youx@ect to go een if you cross symbolic links. Thus, cd .. will
move you up one leel closer to the rootven if your current directory is a symbolic link.

10.6 Pevious Directory

Ksh-i remembers your last directory in thariable OLDPWD. The cd hilt-in can be gren with
argument — to return to the prous directory and prints the name of the directdipte that cd — done
twice returns you to the starting directongt the second prmus directory A directory stak manager has
been written as shell functions to push and pop directories from the stack.

10.7 Additional ¥riables and Brametes

Several nev parameters h& special meaning to Ksh-i. Thanable PWD is used to hold the current
working directory of the shell. Theaxiable OLDPWD is used to hold the prius working directory of
the shell.

The \ariable FCEDIT is used by the fcuilt-in described abge. The wariables VISWAL and EDITOR are
used for determining the edit modes as describedeabo

The \ariable ENV is used to define the startup file for non-login Kshsoirations.

The \ariables HISTSIZE and HISTFILE control the size and location of the file containing commands
entered at a terminal.

The parameter MAILRTH is a colon ( : ) separated list of file names to be chestifor changes
periodically The user is notified before thexh@rompt. Each of the names in this list can be fedid by a

? and a prompt to be g&n when a change has been detected in the file. The prompt witilnated for
parameter substitution. The parameter $_ within a mail messagevaliliate to the name of the file that
has changed. The parameter MAILCHECK is used to specify the minimal iatérvseconds before we
mail is checkd for

The variable RANDOM produces a random number each time it is referenced. Assignment taribisle
sets the seed for the random number generator

The variable SECONDS is incrementediery second. In a roundabougyy this \ariable can be used to
generate a time stamp into the PS1 prompt. Theviatig code &plains hav you can do this on System V
On BSD you need another command to initialize the SECON@Bble.

# If you . this script then you can use $TIME as part of yur PS1 string to get

Copyright (c) 1984, 1985, 1986, 1987 T&T Al Rights Resered



-11 -

# the time of day in your prompt

typeset —-RZ2 x1 x2 x3

let SECONDS=$(date '+3600*%H+60*%M+%S")
_s='(_x1=(SECONDS/3600)%24)==(_x2=(SECONDS/60)%60)==(_x3=SECONDS%60)’
TIME=""${_d[_s]}$_x1:$_x2:$_x3"

# PS1=${TIME}whatever

The parameter PPID is used to generate the process id of the process whicdithis shell.

The \alue of the parameter _ is the lasgament of the prgous forgground command. Beforexecing
each command this parameter is set to the file name of the command and placedvirotimaent.

The parameter TMOUT can be set to be the number of seconds that the shellaitilforw input before
terminating. A 60 secondavning message is printed before terminating.

The COLUMNS variable can be used to adjust the width of the edit winido the in-line edit modes. It
is also used by the select command to present menu choices.

The LINES variable controls he mary rows a select list will taé& up on the screen. Select lists will try to
occupy no more then te-thirds of LINES lines on the screen.

10.8 Modified variables

The input field separator parametdtS, is only used to split erds that hee undegone parameter or
command substitution. In addition, adjacent non-blank delimiters separate null fields in Ksh-i.

The PS1 parameter isv@luated for parameter substitution and a ! is replaced by the current command
number

10.9 Timing Commands

A keyword time has been added to replace the time commandy fAnction, command or pipeline can be
preceded by thiseéyword to obtain information about the elapsed, user and system times. Since 1/O
redirection bind to the command, not to time, parenthesis should be used to redirect the timing information
which is normally printed on file descriptor 2.

10.10 Co-pocess

Ksh-i can span a co-pocess by adding a |& after a command. This process will be run with its standard
input and its standard output connected to the shell. Uitteiro command print with the —p option will
write into the standard input of this process and thi-im command ead with the —p option will read
from the output of this process. Only one such processxistraeary time.

10.11 Ppocess Substitution

This feature is onlyailable on ersions of the UNIX operating system which support the/fdelirectory
for naming open files. Each commanduwnent of the form (list), <(list), or >(list) will run process list
asynchronously connected to some file in thevs/fdedirectory The name of this file will become the
argument to the command. If the form with > is selected then writing on this file wiligiganput for list.

If < is used or omitted, then the file passed as ayjuarent will contain the output of the list procesar F
example,

paste (cut-flfilel) (cut —f3file2) | tee >(prcessl) >(pcess2)
cuts fields 1 and 3 from the files filel and file2 respetyj pastes the results togethend sends it to the
processes jpcessl and pcess2, as well as putting it onto the standard output. Note that the file which is

passed as angument to the command is a UNIX pipe(2) so that the programsxbetteto Iseek(2) on
the file will not work.
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10.12 Command Substitution

Command substitution ( ™) in the Bourne shelfexsf from some complicated quoting rules. It is hard to
write a sed pattern which contains back slashes within command substitution. Putting the pattern is single
guotes doeshhelp much. Ksh-i leges the Bourne shell command substitution alone and addeea aed

easier to use command substitution syntax. All the characters between a $( and a matchiveladeel e

as a command the output is substituted just as with ~°. The $ means value of and the () denotes a
command. The command itself can contain quoted strings & the substitution occurs within double
guotes. Nesting is ¢@l. You can use unbalanced parenthesis within the commanilipgthat thg are

quoted.

The special command substitution of the form $(cat file) can be replaced by $(< file), whiaktes f
because no separate process is created.

10.13 Whence

The addition of aliases, functions, and moudltins has made it substantially morefidifilt to knav what

a gven command ward really means. Aublt-in command, whence when used with the —v option has been
provided to answer this question. A line is printed for eaghment to whence telling whatauld happen

if this agument were used as a command name. It reportsysrokds, aliases,Wilt-ins, and functions. If
the command is none of the abg it follows the path search rules and prints the full path-nameyif an
otherwise it prints an error message.

10.14 Additional test opators

The binary operators —ot and —nt can be used to compare the modification times filEswo see which is
file is older than or never than the otherThe binary operator —ef is used to see ibtfiles hae the same
device and i-node numbgi e., a link to the same file.

The unary operator —L returns true for a symbolic link.
10.15 AddedrBp

All traps can be gen by name in Ksh-i. The names of traps corresponding to signals are the same as the
signal name with the SIG prefix remed. The trap 0 is named EXIT and awmérap named ERR has been
added. This trap is uoked wheneer the shell wuld «it if the —e flag were set. This trap is used by
Fourth Generation Ma&'® which runs Ksh-i as a co-process.

10.16 Shell Accounting

There is a compile time option to the shell to generate an accounting message for each shell script. The
changes needed to pide this feature were supplied bgreggef'® and hae been adopted as described in
his memao.

10.17 Coded in StandhiC

Early versions of Bourne shell were coded in an ALGOL-68 fikalect of C. Ksh-i is coded in standard C.
It tries to adapt itself to the @nonment when it is compiled taking ahtages of the features of the host
ervironment when possible. There aae faver lint messages from Ksh-i then for the Bourne shell. Ksh-i
does not catch the gmentation violation signal, SIGSEGYo that it can run on machines that tan’
recover from these traps.

10.18 Internationization

Ksh-i treats eight bit characters transparently without strippihithefleading bit. There is also a compile
time switch to enable handling multi-byte and multi-width characters sets.

10.19 No special meaning for ”

The Bourne shell uses ™ as an archaic synofor |. The " is not a special character to Ksh-i.
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10.20 Added caeniences

You can refer to multi-digit positional parameters in Ksh-i by putting the number in braces. Thus, ${12} is
legal in Ksh-i lut illegal in the Bourne shell.

Ksh-i will perform file name gansion of file name guments if the xpansion is unique. Thus, cat < file*
will expand the file name if thexpansion is unique.

If you invoke the shell as ksh script then Ksh-i will do a path search on script.

Unbalanced quotes will cause the shell to print an error messagg the type of quote and the line
number on which the opening quote occurs.

Run time error messages detected by the shell will print the line humber within a function or script where
the error vas detected.

11. Example

An example of a Ksh-i script is included in the Appendix. This one page progranaigmatwof the UNIX
grep(1) program. &tern matching for thisersion of gep means shell patterns consisting of ?, *, and [].

The first half @amines option flags. Note that all optionsept —b hae been implemented. The second
half goes through each line of each file to look for a pattern match.

This program is not intended to seras a replacement forap; just as an illustration of the programming
power of Ksh-i. Note that no auxiliary processes areveiea by this script. It as written and delgged

in under tvo hours. While performance is acceptable for small programs, this program runs at only one
tenth the speed of gp for lage files.

12. Rerformance

Ksh-i executes may scripts &ster than the System V Bourne shell. One major reason is thatoftre
functions preided by ebo(1) and gpr(1) are lilt-in. The time to &ecute a bilt-in function is one or tw
orders of magnitudeabter than performing a fork angeeute of the shell. Command substitution witb
ins is performed without creating another process, and often withenitceeating a temporary file.

Another reason for impred performance is that all I/O isiffered. Output bffers are flushed only when
required. Seeral of the internal algorithms V& been changed so that the number of subroutine calls has
been substantially reduced. Ksh-i uses hash tablesaf@bles. Scripts that rely haly on referencing
variables gecute &ster More processing is performed while reading the script so tketwdion time is
saved while running loops.

Scripts that do little internal processing and createynpaiocesses may run a little wler on System V
because the time to fork Ksh-i is slightly wier than for the Bourne shell. On BSD Unix, Ksh-i can be
compiled with a VFORK option which uses vfork whese possible. In this case, binary programs startup
somavhat faster loit shell script files start a little sier since a separatevocation of the Ksh-i in required.

The ENV file can hae an undiserable fetct on performance. Ew if this file is small, the shell must
perform an open of this file. If Ige functions are placed in the ENV file yhenust be read in and
compiled &en if they are neer referenced. If you only need the startup file for intaracthells onlythen
set your ENV wariable to a alue which galuates to a file name for interagtishells and to the null string
otherwise. If you gport the startup file name in thaniable SRART, then setting

ENV="${START[(_$-=1)+(_=0)-(_$-!=_${-%%**})]}

will only invoke the startup file for interagé shells since the subscriptatuates to 0 only if the shell is
interactve.

If you need a startup ENV file for all shells then use a case statement on the $— parameter to distinguish
which actions only apply to interae#i shells. The ENV file should look kk
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# options aliases and functionsof all shell invocations
case $-in
*i*)

# options aliases and functionsor interactive only

esac

If there are functions which are only occasionally referenced, put them into a separate file
$HOME/functions or ary name you prefer and put aliases in the ENV file for each function name of the
form

alias function_name=". $HOME/functions;function_name’

In the bginning of the $SHOME/functions file you must unalias each of the function names defined in the
file. The first reference to grfunction_name in the function file causes the function file to get read in and
the functions compiled.

13. Conclusion

Ksh-i has seeral thousand grilar users. Ksh-i is a suitable replacement for the Bourne shelfer$ ofsv
features, better performance, and is essentiallyatghwompatible with the Bourne shell.
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APPENDIX
#
#SHELL VERSION OF GREP
#
vflag= xflag= cflag= Iflag= nflag=
set —f
while((1))# look for grep options
docase"$1" in
-v*)vflag=1;;
—x*)xflag=1;;
—c*)cflag=1;;
-I*)Iflag=1;;
-n*)nflag=1;;
—b*)print 'b option not supported’;;
—-e*)shift;expr="$1";;
-)shift;expr=$( < $1);;
=*)print $0: 'unknavn flag';e&it 2;;
¥iftest "$expr' ="'
thenexpr="$1";shift
fi
test "$xflag” | | epr="*${expr}*"
break;;
esac
shift# next agument
done
noprint=$vflag$cflag$iflag# donprint if these flags set
integer n=0 c=0 tc=0 nge=$## initialize counters
foriin "$@"# go through the files
doif((nags<=1))
thenfname=""
elsefname="$i":
fi
test "$i" && exec 0< $i# open file if necessary
whileread -r line# read in a line
dolet n=n+1
case"$line" in
$expr)# line matches pattern
iftest "$noprint" ="
thenprint -r "$fname${nflag:+$n:}$line"
fi
let c=c+1 ;;
*)# not a match
iftest "$vflag"
thenprint -r "$fname${nflag:+$n:}$line"
fis;
esac
done
iftest "$lflag" && ((c))
thenprint — $i
fi
let tc=tc+c n=0 c=0
done
test "$cflag” && print $tc# print count if cflag is set
let tc# set thexat value
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